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	Business Case Narrative

	It is envisaged that “user” information is transmitted between systems via the SIFA UK DM within an implementations Zone topology. At the SIAFA UK Quarterly meetings, Q1 & Q2 2007, two items were identified as needed within the SIFA UK Data Model to support interoperability of user identifying tokens:

UK Access Management Federation Core Attributes, specifically eduPersonPrincipalName(Q2 Technical and Infrastructure Working Group)

Unique user identifier such as a user’s network identity(Q1 DSWG)

A requirement tied closely to the second was raised post the Q2 meeting:

Passwords distribution required for AD and Shibboleth to interoperate together

UK Access Management Federation Core Attributes

A Becta led project  has resulted in the creation of the UK Access Management Federation (http://www.ukfederation.org.uk/) to define, govern and administer an education focused access management federation built on the Internet 2 Middleware Initiative’s (http://middleware.internet2.edu/) Shibboleth technology(http://shibboleth.internet2.edu/) .

There is a scenario where two or more systems may be interoperating via SIFA UK data transfer and be federated by the rules laid down by the UK Access Management Federation (UKAMF). In this scenario, given V1.0 of the SIFA UK Data Model, both systems will have copies of a subset of a user’s attribute that define their identity in the terms of each system which will can be mapped to be the same user in virtue of the zone unique SIF_RefId of the SIF object t used to transfer the data between the systems. 

During the Shibboleth authorisation process, in accordance with the UKAMF, the identity provider (IdP) may pass the eduPersonPrincipalName (ePPN) attribute in the SAML Assertion retrieved by the system acting as the Service Provider (SP). The system acting as the IdP will be able to map the ePPN and SIF object RefId, SIF_RefId, onto the user’s attributes. But the system acting as the SP will have the SIF object RefId, SIF_RefId, and user attributes but not be able to map these to the received ePPN. The result of this is that the SP will need to treat Shibboleth authorisation request as belonging to an unknown user and implement it’s local policies accordingly.

There is a need to solve this problem by transferring by transferring IdP system making the ePPN available mapped to the SIF object RefId, SIF_RefId.

Unique User Identifiers

Some of the systems delivered to schools and collections of schools make use of shared database interoperability. The use of an LDAP repository is a common example. In this scenario a user identity is created within a LDAP repository and LDAP enabled systems and applications make use of it as an authentication and authorisation provider.

In the context of SIF, system A would broadcast a user’s details which would be distributed by the ZIS to systems B and C. System B provisions the user into an LDAP repository and System C creates a local account for the user. System C is LDAP enabled for authentication, and potentially authorisation, but cannot map it’s local user onto the corresponding LDAP user. Where the user authenticates onto a network, System D, using the LDAP repository and accesses System C, System C should be able identify the information presented by  System D and map it onto it’s user account authenticating the user and providing authorised access to its services. .

There is need to solve this problem by making provision for System C’s SIF Agent to broadcast the unique user name created within the provisioning process. V1.5r1 of the American Data Model provides the Authentication SIF Object, http://specification.sifinfo.org/Implementation/2.0r1/InfrastructureWorkingGroup.html#Authentication, for transmitting the username in the Authentication\AuthenticationInfo\Username element.

Password Distribution to support Shibboleth and AD interoperability

There is a configuration option where a System A acts as an SP and uses an LDAP repository for authentication but is required to present the username  and password pair to authenticate. As the password attribute is not supported with the UKAMF attributes the IdP cannot make this available in the SAML Assertion.

There is a need for the SIFA UK Data Model to support the distribution of passwords. . V1.5r1 of the American Data Model provides the Authentication SIF Object, http://specification.sifinfo.org/Implementation/2.0r1/InfrastructureWorkingGroup.html#Authentication, for transmitting of passwords in the Authentication\AuthenticationInfo\PasswordList\Password element.


Use Cases
UK Access Management Federation Core Attributes and Unique User Identifiers Use Case
	Use Case Outcome Goal Narrative

	End to End Goal Statement
	To provide a SIF subscriber with a remote system identifier for a given SIF Object

	Input Choreography Expectations
	A *Personal object is published from the ZIS to the IdP and SP. 

	Output Choreography Expectations
	A link is forged between to the two accounts created in the two systems using a non-SIF but common identifier.

	Summary 
	A common identifier is a necessary part of shared identity systems and using SIF objects provides a means to share the required information between systems sharing accounts.


	Use Case Outcome Goal Narrative

	1. The MIS publishes a *Personal object to the zone.

2. The IdP agent creates an appropriate record for object received.

3. The SP Agent creates an appropriate record for the object received.

4. The IdP publishes a record linking the SIF Ref ID of the initial object to the unique identifier, UKAMF eduPersonPrincipalName or AD sAMAccountName, for the account create.

5. The SP receives the object mapping the SIF Ref ID for the initial *Personal Object onto the record it has created.

6. The SP receives a SAML assertion identifying and authenticated user based on their ePPN.

7. The SP can now map the ePPN onto the account created in Step 3 using the information supplied in Step 4.

Active Directory Variation:

6. The SP receives a the network credentials from an authenticated user containing the Active Directory sAMAccountName.
7. The SP can now map the sAMAccountName onto the account created in Step 4.
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Password Distribution to support Shibboleth and AD interoperability Use Case
	Use Case Outcome Goal Narrative

	End to End Goal Statement
	To support simplified sign on by securely sharing passwords between systems.

	Input Choreography Expectations
	The password authority, for example LDAP, receives a change password request from the user.

	Output Choreography Expectations
	The subscribing systems receive the updated password to allow username/password pair reuse to facilitate simplified sign on.

	Summary 
	Username/password pair sharing is necessary to deliver simplified sign on between non-single sign on.


	Use Case Outcome Goal Narrative

	1. The MIS publishes a *Personal object to the zone.

2. The LDAP agent creates an appropriate record for object received.

3. The Example System Agent creates an appropriate record for the object received.

4. The LDAP Agent publishes a record linking the SIF Ref ID of the initial object to the unique identifier, AD sAMAccountName or UID, for the account created and its password.

5. The Example System Agent receives the object mapping the SIF Ref ID for the initial *Personal Object onto the record it has created.

6. A user can now authenticate at the Example System using the same credentials, username/password pair, as is used to authenticate at services using the LDAP repository as its authentication source.




Identity Object Proposal

Object Relation Map

 SHAPE  \* MERGEFORMAT 



Changes to Other Objects

No changes required.
Infrastructure Changes

No changes required.
Object Definition

The Identity object allows a system that stores network identities and/or passwords to share them with other applications through SIF. The provider of the Identity object may only support providing an identity or a password, or it may support both. 
Details of how to implement the <AuthenticationSource>, <Identity>, and <Password> elements are included below the object definition.

Object Structure
	 
	Element/@Attribute
	Char
	Description
	Type

	 
	Identity
	 
	The Identity object allows a system that stores network identities and/or passwords to share them with other applications through SIF. The provider of the Identity object may only support providing an identity or a password, or it may support both.  
	 

	@
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	RefId
	M
	The SIF RefId that uniquely identifies this Identity object.

 
	RefIdType

	
	SIF_RefId
	M
	The SIF RefId of a LearnerPersonal, WorkforcePersonal, or ContactPersonal object
 
	

	@
	SIF_RefObject
	M
	The type of SIF object that the SIF_RefId attribute identifies.

 
	values:
LearnerPersonal 

WorkforcePersonal 

ContactPersonal

	
	AuthenticationSource
	M
	The type of source system that produced this Identity object. See implementation notes for provider requirements.
 
	values:
UKAccessShibboleth MSActiveDirectory

NovellNDS
OpenDirectory

Other



	
	IdentityAssertions
	O
	The list of identity assertions for this user
	ActionList
(Identity/@SchemaName)

	 
	IdentityAssertions \ IdentityAssertion
	MR
	The identification string for this user.

 
	

	
	@SchemaName
	M
	The name of the field.
See implementation notes for details on required schema elements
Examples:
eduPersonPrincipalName
sAmAccountName
	xs:normalizedString

	 
	PasswordList
     
	O
	Allows a provider or publisher to specify the same password using multiple algorithms, if supported.

 
	List

	 
	PasswordList/
     Password
	MR
	A representation of the user's password using the given algorithm.

 
	xs:base64Binary

	@
	Algorithm
	M
	The method used to encrypt the user's password. See the implementation details below.

 
	values: 

MD5 

SHA1 

DES 

TripleDES 

RC2 

AES 

	@
	KeyName
	M
	The name of the key to be used for decryption of the password. Left blank for hash algorithms. (MD5 and SHA1). 
	xs:normalizedString

	 
	SIF_Metadata
	O
	 
	SIF_Metadata

	 
	SIF_ExtendedElements
	O
	 
	SIF_ExtendedElements


Table 6.9.1-1: Identity
XML Examples
Example 1: Identity published by a UK Access Federation Shibboleth Provider

<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="LearnerPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>UKAccessShibboleth</AuthenticationSource>

  <IdentityAssertions>

    < IdentityAssertion
        OID="1.3.6.1.4.1.5923.1.1.1.6" 

        SchemaName="eduPersonPrincipalName">john.doe@asdf.sch.uk</ IdentityAssertion >

  </ IdentityAssertions >

</Identity>

Example 2: Identity published by Microsoft Active Directory

< Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="LearnerPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>MSActiveDirectory</AuthenticationSource>

  < IdentityAssertions >

      <IdentityAssertion SchemaName="sAmAccountName">user01</ IdentityAssertion >

      < IdentityAssertion SchemaName="userPrincipalName">user01@asdf.sch.uk</ IdentityAssertion >

      < IdentityAssertion SchemaName="distinguishedName">cn=User01,cn=Users,dc=org</ IdentityAssertion >

  </ IdentityAssertions >

</ Identity >

Implementation of the AuthenticationSource element

The <AuthenticationSource> element identifies the source system that is publishing authentication data. For the sake of interoperability, recipient systems must be able to make assumptions on the data received based on the value of the <AuthenticationSource>. For example, if the <AuthenticationSource> element is set to “UKAccessShibboleth”, the recipient can assume that the “eduPersonPrincipalName” will be provided. 

As specified in the Technical Recommendations
, any exchange of eduPersonPrincipalName will require both parties to comply with the data protection principles set out in the Act.
 It is recommended that publishers of eduPersonPrincipalName make use of SIF_Authentication and SIF_Encryption, which can be used to enforce security over the wire.
Implementation of the Identity element
The <Identity> element must be published in a consistent and interoperable manner in order for other systems to be able to understand and make use of the identity being published. The following table shows the minimum set of schema elements that must be published, depending on the value of the <AuthenticationSource> element. Publishers of the Identity object may also publish additional schema elements, if desired.
	Authentication Source
	Required Schema Elements

	UKAccessShibboleth
	eduPersonPrincipalName

	MSActiveDirectory
	sAmAccountName, userPrincipalName

	NovellNDS
	uid

	OracleIDM
	uid

	OpenDirectory
	

	Other
	uid


Implementation of the Password element
While Identity objects transported over SIF HTTPS are typically secure in transit, SIF objects are often stored in logs and databases. Because of this, the design of the Identity object requires that passwords never be transmitted in plain text, to prevent casual viewing. The design of this object allows passwords to be securely encrypted using a variety of encryption algorithms. Passwords in the Identity object can be shared in one of three ways as documented in the sections below. 

Hashed Text

Sharing a hashed text version of a password means that the original password is not shared. Clear text passwords are not retrievable from values stored as hashes. These hashed values can only be used to verify passwords input by a user. 

What is shared is a cryptographically secure hash of the password. This hash allows other applications to verify a user's password when s/he logs in by comparing the hash value, not the original password. To share passwords in this manner, the following steps must be followed: 

1. The publishing agent creates a Password element with the algorithm set to MD5 or SHA1. 

2. The agent encodes the Unicode representation of the password using the UTF-8 encoding. 

3. Hash the resulting binary value with the chosen hash algorithm. 

4. Encode the binary result using base64 encoding. 

5. Write the result as the payload of the Password element. 

Encrypted Text

Sharing a password using encrypted text can be very secure. The key being used to encrypt the data should be known only to the applications. The KeyName attribute is used to allow agents to uniquely identify keys that are being used. To share passwords in this manner, the following steps must be followed: 

1. The publishing agent creates a Password element with the algorithm set to DES, TripleDES, RC2, or AES. 

2. The agent encodes the Unicode representation of the password using the UTF-8 encoding. 

3. Generate a cryptographically secure Initialization Vector (IV). 

4. Configure the encryption algorithm to use a cipher mode of CBC. 

5. Configure the encryption algorithm to use a block size of 64 bits (8 bytes). 

6. Configure the encryption algorithm to use the generated IV. 

7. Configure the encryption algorithm to use the specified key for encryption. 

8. Configure the encryption algorithm to use PKCS#7/PKCS#5 padding mode. 

9. Encrypt the binary representation of the password that was generated in step 2. 

10. Encode the binary result using base64 encoding. 

11. Write the result as the payload of the Password element. 

Example

The XML in the Identity example can be used to verify an agent's implementation of any of the published algorithms. The password being shared for the sake of the example is ¿sècrèt. High-Unicode characters are being used in this example to validate proper encoding. The actual Unicode characters are: U+00BF, U+0073, U+00E8, U+0063, U+0072, U+00E8, U+0074. The encryption keys being used are as follows (in base 64 format)
	Key Name
	Key (in base64 format)

	64-BIT_KEY
	dW7SKzwdn0Q=

	128-BIT_KEY
	TcdilmUZ6qvbmegl2it2pA==

	192-BIT_KEY
	mECbXMo+fOMWRwam7tyUEE59jbO9O0Z4


NOTE: Real-world implementations of password sharing should use keys other than the ones used for this documentation. These keys are provided for example's sake only. Keys should be generated using a secure cryptographic key generator. 
<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="LearnerPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>MSActiveDirectory</AuthenticationSource>

  <IdentityAssertions>

    <IdentityAssertion SchemaName="sAmAccountName">user01</ IdentityAssertion>

    <IdentityAssertion SchemaName="userPrincipalName">user01@asdf.sch.uk</IdentityAssertion >

    < IdentityAssertion SchemaName="distinguishedName">cn=User01, cn=Users, dc=sifinfo, dc=org</Identity>

  </ IdentityAssertions >

  <PasswordList>

    <Password Algorithm="SHA1" KeyName="SHA1">1zKHIKRoPb3y0gZLJnFhQspdevg=</Password>

    <Password Algorithm="MD5" KeyName="MD5">IwErjiNuanYLAmyFwyulPg==</Password>

    <Password Algorithm="base64" KeyName="BASE64">wr9zw6hjcsOodA==</Password>

    <Password Algorithm="DES" KeyName="64-BIT_KEY">6XSjrzAgkrd41Nzb61w5vwuqzKsQbybL</Password>

    <Password Algorithm="RC2" KeyName="128-BIT_KEY">jqCzWFS38Xs7tx7v2ksa01TrFhBnixI8</Password>

    <Password Algorithm="TripleDES" KeyName="192-BIT_KEY">msf17ucBbhN44uJpXTGGfI3twSR/cS/u</Password>

  </PasswordList>
</ Identity >
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�  UK Access Federation Technical Recommendations. see: � HYPERLINK "http://www.ukfederation.org.uk/library/uploads/Documents/technical-recommendations-for-participants.pdf" ��http://www.ukfederation.org.uk/library/uploads/Documents/technical-recommendations-for-participants.pdf� 


� The Data Protection Act 1998, see: � HYPERLINK "http://www.opsi.gov.uk/ACTS/acts1998/19980029.htm" ��http://www.opsi.gov.uk/ACTS/acts1998/19980029.htm� 
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